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Welcome to the BrokerEDI/PC E-Mail/EDI Engine .NET

MASTERCOM's BrokerEDI/PC E-Mail/EDI Engine .NET has been designed to interface with
Zycomp Systems Limited Power Broker agency management system. This publication of the
“Installation Guide” dated June/2010 documents Version 8.4 and greater software releases of the
BrokerEDI/PC E-Mail/EDI Engine.

Your e-mail and policy transactions are sent to the CSIOnet insurance network where they are
stored in a mailbox until the insurance company retrieves them. Likewise, insurance companies
send mail and insurance policy/renewal transactions to your CSIOnet mailbox.

CSIOnet is the Canadian P&C insurance industry's preferred network for electronic
communications. A virtual private network based on Internet technology, CSIOnet is hosted by
TELUS Corporation and managed by the Centre For Study of Insurance Operations (CSIO)

on the industry's behalf. This network provides an electronic mailbox service that lets you
exchange messages, transactions, and other data with your insurance companies. A CSIOnet
mailbox has an assigned username@domain_name address and a CSIO machine address. CSIOnet
domain name addresses for insurance companies indicate their name e.g.
“thedominion.edi.csio.com”, but all brokers have the same domain name of “broker.edi.csio.com”.

CSIOnet is a virtual private network (VPN) which uses the TCP/IP (Transmission Control
Protocol/Internet Protocol) protocol suite, firewalls another security features. TCP/IP-based
networks use Simple Mail Transfer Protocol (SMTP) to transfer mail reliably and efficiently.
SMTP transports a mail message across TCP/IP-based networks to a destination SMTP server.
The TCP/IP Post Office Protocol version 3 (POP3) defines the standard for user mailboxes and the
protocol for downloading mail messages to a user’s local computer.

MASTERCOM's BrokerEDI/PC E-Mail/EDI Engine .NET is a store-and-forward mail gateway
using Simple Mail Transfer Protocol (SMTP) to send mail to the CSIOnet Mail Server and the
Post Office Protocol 3 (POP3) to retrieve mail stored in the CSIOnet POP Mail Server. CSIOnet
stores all mail addressed to your domain name in your corporate EDI mailbox for pickup by the
BrokerEDI/PC E-Mail/EDI Engine .NET.

CSIO messages are formatted according to the Insurance Institute for Research Agency Company
Operations Research Development (IIR/ACORD) 110 Message Structure Standard. The Centre
For Study of Insurance Operations (CSIO) has adopted this standard to enable

E-Mail communications between independent agents/brokers and companies within the Canadian
Property and Casualty insurance industry. Internet messages are formatted according to the
Standard For The Format of APPA Internet Text Messages RFC #822 and attachments are
encoded according to the Multipurpose Internet Mail Extensions (MIME) standards of RFC
2045/2046/2047/2048/2049.

The BrokerEDI E-Mail/EDI Engine sends your CSIO policy transactions and electronic memos to
CSIOnet’s Simple Mail Transfer Protocol (SMTP) server and reads your mailbox located in
CSIOnet’s POP3 server.
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MASTERCOM’s BrokerEDI/PC E-Mail/EDI Engine .NET uses a Telus provided Juniper
Networks “Network Connect” to establish a browser based SSL VPN connection to CSIOnet.
MASTERCOM’s SMTP/POP3 communications module (XMAILER.EXE) sends messages to
CSIOnet’s SMTP server and retrieves messages from your CSIOnet’s POP3 mailbox. Detailed
communication trace log of the SMTP communications and POP3 communications with CSIOnet
can be recorded for debugging and/or audit purposes.

MASTERCOM Executables Digitally Signed

All MASTERCOM’s executables are now digitally signed to protect from viruses being
maliciously implanted by third parties. In addition, Microsoft’s .NET Framework’s built-in
security helps to prevent malicious attacks.

Minimum System Requirements

Hardware: Pentium Processor 512MB

Operating

System: Microsoft Windows XP/7 Professional with their service packs.
NET

Framework 2.0 Check that the .NET Framework 2.0 is installed by clicking Start, Control
Panel, Administrative Tools.

IEL__ Micrasaft \WET Framewark 2.0

Configuration
=
Eﬁ Shorkout

If the above shortcut is missing, then check installed programs by clicking Start, Control Panel,
Add or Remove Programs.

- e

@J Currently installed programs:  []  Shaw updates Saort by | Mame "
Change or = =
Remaove ﬁ%! Microsaft \MET Framewark 2.0 Size  88.45MB
Programs .

TCP/IP Stack: A Telus provided Juniper Networks SSL. VPN browser (Internet Explorer) based
connection.

Disk Space: Disk space for the temporary storage of incoming and outgoing messages and
space for backed up files and message logs. Backup files are found in the
\EMAIL\BACKUP and \EMAIL\AL3MAIL\BACKUP directories. Logs are
found in the \EMAIL\LOGS directory. These files can be periodically removed
according to your company’s policy for file retention.
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The following “Mail Systems Interconnection Diagram” illustrates the interconnection of the
various networks.

___N —_—
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You subscribe to CSIOnet by calling the Centre For Study of Insurance Operations (CSIO)
at 416-360-1773 (1-800-463-2746) http://www.csio.com. You must have a CSIO Machine
Address and a logon and password for CSIOnet.

1) Designate a networked PC where a user will run the download/upload communications session
for Power Broker. Temporarily give that user administrator rights and log in.

From this PC you will install the BrokerEDI/PC E-Mail/EDI Engine .NET software.

The BrokerEDI/PC E-Mail/EDI Engine software resides on the server with the Power Broker
software. Power Broker is typically installed in e.g. a mapped applications directory as
illustrated below.

MASTERCOM’s setup.exe installation file must be put in this mapped directory as
illustrated below.

Address |58 piy w EGD
X [C)BRO

Folders
2 E setup.exe

= 2% apps on ‘Acerveritonsa00’ (P

# [ BRO

+ Control Panel bl

2) Run setup.exe to install the BrokerEDI/PC E-Mail/EDI Engine. NET. See page 7 enittled
Installation Instructions. After installation a \EMAIL directory is created, as shown below, to

hold the BrokerEDI/PC E-Mail/EDI Engine .NET software.

E\gdress =y v a GO
Folders X |JBRO
= _’“ﬂ apps on ‘Acerveritonss00’ () ~ EEMML
# =) BRO setup.exe
# 5 EMALL v

The installation creates the following BrokerEDIPC E-Mail-EDI Engine .NET program folder.
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BrokerEDIPC E-Mail-EDI Engine .NET
1) 1 - CSIOnet Msg Status 8 Logs
i) 2 - Read Backed Up CSIO E-Mail
T‘} 3 - Settings - Main

e CS5I0 Machine Address Mapping
T‘g Settings - CSIO and License

%Y Settings - CSIOnet

‘:} Settings - Outgoing Mail Server

E% Settings - Select All

T‘} Settings - System

b5 Trust MASTERCOM Strong Name

4) After the installation has been done you must reboot the PC.

5) Select the ““ Trust MASTERCOM Strong Name” program-item to modify your security
policy to trust the MASTERCOM “strong name”. This will add MASTERCOM’s strong
name to your security policy’s machine policy level. You should see the following command
window open with “-strong” membership added with “Success”.

— E=E]

%’ Trust MASTERCOM Strong Na
R ————

R:~EMAIL>echo off
Microzoft (R> _NET Framework CazPol 2_.8_.58727.1434
Copyright ¢c?» Microsoft Corporation. All rights reserved.

Added union code group with "—strong'"” membership condition to the Machine lewel.

Success
Fress any key to continue . . .

e .

6) Select the “3- Settings — Main” program-item and specify your CSIO and CSIOnet
parameters. Replace “rdawson@mastercom.com” in the Your E-Mail Address field with the
e-mail address of the person running the upload/download session. Select the OK button to
save the settings. Please see pages 15 and 16.

7) You can specify more e-mail addresses to receive error messages from the BrokerED/PC
E-Mail.EDI Engine .NET by selecting the Settings — System program-item, see page 16.

8) Select the “Settings — Outgoing Mail Server” program-item to specify your e-mail client
e.g. Outlook’s outgoing email server. If you use Microsoft Echange server you would specify
the IP address of the PC hosting the server. Please see page 23 for instructions to specify this
outgoing mail server value. This server is used to send you Engine error messages.

9) In the BrokerEDIPC E-Mail-EDI Engine .NET program folder select the
“Setting- CSIOnet” program-item. As shown below, select a Login Method. Typically
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For Windows XP you would select “Juniper NcLauncher Login”, For Windows 7 select
“MASTERCOM Automatic Web Browser Login”. Select the OK button to save the setting.

P

%z CSIOnet Settings o] B |

Connection

" Connect using local area network (LAN)
{* Connect using SSL VPN

Juniper Network Connect SSL VPN

Login Method

" Juniper Nelauncher Login Parameter Settings
" MASTERCOM Automatic Web Browser Login

URL Address: ||'rl't|:us ://csionet.com

User Name: |usemame

Password: ||:|E|SSWDI'C|

Domain: |I:un:u|-:er.eu:|i.u:siu:u.u:u:um

Copyright () 2003-2010 MASTERC OM Consulting Ltd. All Rights resenved. Ok Cancel

10) Run a test.

11) If you get Open File — Security Warning see Appendix A to solve the problem.
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The BrokerEDI/PC E-Mail/EDI Engine .NET installation creates a directory of EMAIL and a
sub- directory structure beginning with AL3MAIL. The BrokerEDI/PC E-Mail/EDI Engine .NET
programs and files are installed in the various EMAIL sub-directories.

The Setup program suggests a default directory of EMAIL and Power Broker expects this
directory name of EMAIL. If you make this directory another name, please contact Power Broker

technical support.

1) At the PC you intend to use for the upload/download communications explore to the drive that
contains the \BRO directory and copy the BrokerEDI/PC E-Mail/EDI Engine .NET setup.exe
file to this directory, as illustrated below.

Address |58 M\ V| =1 Go

Folders X (38RO

E setup

= ;ﬂ Apps on ‘'hp compag nc4000 (Masterco-ko62yu)' (M:) e
I3 BRO
[} Control Panel

2) With either Power User or Administrator rights double-click setup.exe o start the installation.

When setup.exe starts you could see:

Open File - Security Warning

Do you want to run this file?

Mame: setup.exe
Publisher: MASTERCOM Consulting Lid

Type: Application
From: M:%

Always ask before opening this file

potentially ham your computer. Onby nun software from publishers

VWhile files from the Intemet can be useful, this file type can
you trust. What's the riskc?

3) Click the Run button to to run “setup.exe”. Note: You can click MASTERCOM
Consulting Ltd. in the “Publisher:” field to verify MASTERCOM’s digital signature
information and be sure that the file was created by MASTERCOM.
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InstallShield Wizard

Preparing to Install...

MASTERCOM ErokerEDI/PC E-Mail EDI Engine .MET
(Version 7.7e) Setup is preparing the InstallShield Wizard,
which will guide you through the program setup process.
Please wait.

InstallShield

<P MASTERCOM BrokerEDI/PC E-Mail /EDI Engine .MET {Version 7.7e) optionally uses the Microsoft (R) .MET 2.0
o Framework. Would you like to install it now?

L Yes J [ Mo ]

4) If you do not have the .NET Framework 2.0 installed you will be asked if you would like
to install it now. Click the Yes button to download the NET Framework 2.0.

InstallShield Wizard

Preparing to Install...

MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .MET
(Wersion 7.7e) Setup is preparing the InstallShield Wizard,
which will guide you through the program setup process,
Please wait.

Downloading file isnetfx. exe,

[----- ]

Estimated time remaining: 1 min 12 sec

3456 KB of 22959 KB downloaded at 265.8 KB/fsec

Cancel
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|
| i!;_" The InstallShield \Wizard iz preparing ta install the Microzaft(R] . MET
Framework. Flease wait.

Downloading file dotnetf<.exe

[- LLL] ] Cancel

E stimated time remaining: 1 min 26 sec
2816 KB of 22959 KB downloaded at 3128 KB/zec

dotnetfx Module - Security Warning

Do you want to run this software?

IE Mame: dotnetfx.exe

Publisher: Microsoft Corporation

More options [ Run ] |_ Don't Run _|

g While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?

4) Click the Run button to install the NET Framework 2.0.

InstallShield Wizard

Preparing to Install...

MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .MET
{(Version 7.7e) Setup is preparing the Installshield Wizard,
which will guide you through the program setup process.
Please wait.

Configuring Microsoft{R.) .MET Framewaork

[--------------------- ]

Cancel

Note: This may take several minutes to do the install.

-9-
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After the NET Framework has been installed you will get the Welcome .... Dialog.

& MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7e) - Inst... [X]

Welcome to the InstallShield Wizard for
MASTERCOM BrokerEDI/PC E-Mail/ EDI Engine
NET (Version 7.7e)

The InstallShield(R) wWizard will install MASTERCOM
BErokerEDI/PC E-Mail /EDI Engine .MET (Wersion 7.7e) on your
computer, To continue, dick Mext,

WARMIMG: This program is protected by copyright law and
international treaties.

5) Click the Next button to continue with installation.

i® MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7e) - Inst... [X]
License Agreement

Please read the following license agreement carefully.

Software License Agreement - BrokerEDI/PC E-
Mail/EDI Engine

2

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement
(Magreement™) is a legal contract between you (either {a) an
indrvidual user or (b)) a business organization ("you™) and Licensor
{as designated below) for the BrokerEDI/PC E-Mail/EDI Engine
software, including any associated media, (the “Software™).

By clicking on the I ACCEPT"” button, by opening the package that

(#)1 accept the terms in the license agreement!

(I do not accept the terms in the license agreement

[ = Back ]L Mext = _] [ Cancel ]

6) After reading and agreeing to the license agreement, click “I accept..” and the Next button to
continue with the installation.

-10 -
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7) For a User Name specify the name of the user for the PC, for Organization specify the
brokerage name and for Serial Number your MASTERCOM product id.

ii® MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7e) - Inst... E|

Customer Information

Please enter your information.

User Mame:

|Sbeve Brown

Organization:

|AEIC Supreme Insurance Brokers

Serial Murmber:

[ < Back ][ Mext > ] [ Cancel ]

8) Click Next to continue with the installation.
Take the suggested “Destination Folder” as illustrated below.

i MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7e) - Inst... rz|

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different fo
Install MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .MET {(Version 7.7e) to:
AL
[ = Back ]| Mext = | [ Cancel ]

9) Click Next to continue with the installation.

-11 -
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i MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7e) - Inst... |

Ready to Install the Program
The wizard is ready to beain installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical

Destination Folder:
M:\EMAILY,

User Information:
Mame: Stewve Brown
Company: ABC Supreme Insurance Brokers
Serial:

< Back ][ Install i [ Cancel

9) Click Install to continue with the installation.

i MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version 7.7... [= |[E1|[X]

Installing MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET

I7.7e
Thg program features you selected are being installed.

Please wait while the InstallShield Wizard installs MASTERCOM BrokerEDI/PC
E-Mail /EDI Engine .MET {Version 7.7e). This may take several minutes.

Status:

(RNANRRNNRRNNRRNRRANRRRNARRRNARRRNRRRE )

-12 -
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i MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NET (Version f.7¢e) - Inst... E|

InstallShield Wizard Completed

| The Installshield Wizard has successfully installed MASTERCOM
BrokerEDI/PC E-Mail/EDI Engine .MET {(Version 7.7e), Click
Finish to exit the wizard.

7) Click Finish to continue with the installation.

i MASTERCOM BrokerEDI/PC E-Mail/EDI Engine .NE...

changes made to MASTERCOM BrokerEDIPC

E-Mail /ECT Engine .MET (Version 7.7e) to take effect.
Click fes to restart now or Mo if you plan to restart
later.

i ] You must restart your system for the configuration

8) Click the Yes button to restart your system.

-13-
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Your System environment variables will be updated with the MV and MVOS variables as shown
below. To check that these variables were installed, click Control Panel, System, Advanced
system settings, Environment Variables.. button.

System variables

Variable Value e

ComSpec C:WINDOWS \system32\ond. exe E

FP_NO_HOST C... NO

My M:\EMAIL Y,

MyQS5 MNT

MUMBER,_OF P... 1 v
| mvew || Edt || Delete

The BrokerEDI/PC E-Mail/EDI Engine .NET program folder will be created as shown below.

. BrokerEDIPC E-Mail-EDI Engine .NET
i) 1- CSIOnet Msg Status & Logs
1) 2 - Read Backed Up CSIO E-Mail
T 3 - Settings - Main
. CSI0 Machine Address Mapping
% Settings - CSI0 and License
B Settings - CSIOnet
% Settings - Outgoing Mail Server
T} Settings - Select All
% Settings - System
b Trust MASTERCOM Strong Name

-14 -
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Choose the Settings — Main program item to set the required settings needed to personalize the
BrokerEDI/PC E-Mail/EDI Engine for your brokerage. All other settings are default settings and
should only be changed if directed by Power Broker Support.

Ti BrokerEDI/PC E-Mail/EDI Engine (Version:8.0.NET) - Main Settings B

Your Personal E-Mail Settings

Your E-Mail Address:  Steve@abcbrokers.com far system emor messages.

Outgoing mail server (SMTP)  smitp broadband rogers.com From your Outlooks Intemet E-mail Settings

C510net Settings

CSI0net User Name:  be00013 Lowercase
CSI0net Password:  Mout™s Lowercase
ABC Insurance Brokers Up to 25 characters

Company Mame:
CSI0 Source Machine Address:  |EM313ABCHIN Must be 12 characters - Uppercase

CSI0 Source Machine Password:  FEATURES Up to 12 characters - Uppercase

Parameters in the other Settings are default settings and should only be changed by direction of Power Broker Support.
Display Settings in Motepad or E-Mail Settings to "Your E-Mail Address”

Select [] Main Settings  or [ | All Settings  and click Display or | E-Mail

To view the System Run Log after an E-Mail Session click System Run Log Logging level:  Minimum -

MASTERCOM Product 1D:
Copynight (c) 2003-2008 MASTERCOM Consulting Ltd. A%l Rights reserved. [ OK ] | Cancel

Your E-Mail Address (Settings — System)
This e-mail address is used by the E-Mail/EDI Engine to report any problems with CSIOnet and
problems with the CSIO upload/download files.

Outgoing mail server (SMTP) (Settings - Outgoing Mail Server)

This field specifies your SMTP Mail server found in e.g. Microsoft Outlook. If you have a
Microsoft Exchange Server you would specify the IP address, of the PC that is hosting the
Exchange Server.

CSIOnet User Name (Settings — CSIOnet)
This field specifies your CSIOnet user name.

CSIOnet Password (Settings — CSIOnet)
This field specifies your CSIOnet password.

- 15 -
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Company Name (Settings - CSIO and License)

The company name is defaulted to the first 25 characters that were specified at the time of
installation. CSIO e-mail uses this name to identify the brokerage sending the e-mail. If you would
like to change/shorten your company name then edit this field.

CSIO Source Machine Address (Settings - CSIO and License)
Specify your machine address in this field. It will begin with “IBM”, your telephone area code and
a six character id assigned by CSIO.

CSIO Source Machine Password (Settings - CSIO and License)

The field is defaulted to FEATURES. This field is not shown when you specify the settings the
first time on a new installation since we want to force default value of FEATURES.

-16 -



Settings - System

The BrokerEDI/PC E-Mail/EDI Engine .NET has various categories of settings. Many of the
settings are default settings which should not be changed.

Choose the Settings — Select All program item to view the various settings. They are:

Settings — System

Settings — CSIOnet

Settings — Outgoing Mail Server (SMTP)
Settings — CSIO and License

Ty BrokerEDI/PC E-Mail/EDI Engine - System Settings =HACE X
Engine Name: ||"-"|}-'-.STEHCD|"-"| BrokerEDI/PC E-Mail/EDI Engine Wersion: |B.0.MET

E-Mail Addreszes lFiles ] Lngging]

System Administrator

Specify E-Mail Addresses to receive system messages from the BrokerEDI/PC Engine.

|YDurE—MaiIﬁddress.n:Dm

A"From:™ E-Mail Address

Specify a valid e-mail address for the system message’s "From:” line.

"fourE-Mail Address .com

Copyright (=) 2002-200% MASTERCOM Consuling Lid. &1l Rights ressrved. OK Cancel

e

The BrokerEDI/PC E-Mail/EDI Engine .NET must be able to send system alert and error
messages to a system administrator(s). These persons can have an e-mail addresses on a corporate
mail system such as Microsoft Exchange Server or an e-mail address on the Internet or e.g. on a
“BlackBerry Wireless Handheld”. Specify e-mail addresses in the System Administrator text boxes.

Some corporate e-mail systems and SMTP servers check a message’s From: line for a valid e-mail
address as a means to eliminate spam. Therefore, please specify a valid e-mail address in the

-17 -
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A “From:” E-Mail Address text box. This e-mail address is used by the E-Mail/EDI Engine to
report a problems with CSIOnet and problems with the CSIO upload/download files.

The settings in Files and Logging tabs are default settings and should only be changed on direction
from Power Broker or MASTERCOM support.

Select the OK button to save the changes.

- 18 -



Settings - CSIOnet

Select the Settings - CSIOnet program-item. Specify the username, password etc. used to connect
with CSIOnet. The URL Address is https://csionet.com.

= -

%3 CSIOnet Settings o @ s
General | Outgoing Mail Server [SMTF‘}] Incoming Mail Server [F‘OF‘?:-}] Advanced |

Connection

" Connect using local area network (LAN)
* Connect using SSL VPN

Juniper Metwork Connect SSL VPN

Login Method

" Juniper NeLauncher Login Parameter Settings
" MASTERCOM Automatic \Web Browser Login

LRL Address: ||'rrtps:ffc:si-:|net.n:n:|m

User Name: |Y|:|urCSIO Metlsemame

Password: |YourCSIONetPassword

Domain: broler edi.csio.com

Copyright {c) 20032010 MASTERCOM Consulting Ltd. All Rights reserved. OK Cancel

Connection: Connect using local area network(LLAN)
Select Connect using local area network(LLAN) if you have a dedicated connection to CSIOnet.

Connection: Connect using Net Connect SSL. VPN

Select this option when connecting to CSIOnet hosted by Telus. If instructed by MASTERCOM,
choose the Parameter Settings button to change parameters for the Juniper Networks’ Network
Connect module. Select a Login Method. Typically for Windows XP you would select “Juniper
NcLauncher Login”, For Windows 7 select “MASTERCOM Automatic Web Browser Login”.

-19-
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Connection: Username
This field specifies your CSIOnet login user name.

Connection: Password
This field specifies your CSIOnet login password.

Domain:
This field specifies the default broker EDI domain name of "broker.edi.csio.com".

Do not change this domain unless advised by CSIO.

T3 CSIOnet Settings =S .

General | Outgoing Mail Server (SMTF) l Incoming Mail Server {F‘OF‘S}] Advanced ]

Outgoing mail server (SMTF): |'I 0.254.254.10

SMTP Service Extension - Authentication
[ Outgoing server (SMTP) reguies authentication
-

L User Name: |

Password: |

SMTF Service Extension - Delivery Status Motification
lv Send EHLO instead of HELO

Delivery Status Motification: NOTIFY=SUCCESS FAILURE

Copyright (c) 2003-2005 MASTERCOM Consulting Ltd. All Rights reserved. OK Cancel

Outgoing mail server (SMTP):
This field specifies the outgoing mail server for CSIOnet EDI. For Telus specify an IP address of
10.254.254.10.

Do not change these or any other of the default values unless advised by CSIO.

-20 -
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";3 C5I0net Settings = | B |-

General ] Outgoing Mail Server (SMTP)  Incoming Mail Server (POP3) l.ﬁdvanced ]

Incoming mail senver (POF3): |1 0.254 25410

User Name: |Y|:|urC SI0MNet Usemame

Password:  |YourCSIONetPassword|

Coopyright {c) 2003-2005 MASTERCOM Consulting Ltd. All Rights reserved. OK Cancel

Incoming mail server (POP3):
This field specifies the incoming mail server. For Telus specify an IP address of 10.254.254.10

User Name:
This field specifies your CSIOnet login user name used to log into your mailbox on the POP3

SCrver.

Password :
The field specifies your CSIOnet password used to log into your mailbox on the POP3 server.

-21 -
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3 CSIOnet Settings =HACE X

Server Port Mumbers
Incoming server (POP3): 110

Qutgoing server (SMTF): 25

Server Timeouts

Shaort J Long 2 minutes

Coopyright {c) 2003-2005 MASTERCOM Consulting Ltd. All Rights reserved. OK Cancel

Do not change any of these default values unless advised by CSIO or
MASTERCOM.

Select the OK button to save changes and exit.
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Settings — Outgoing Mail Server (SMTP)

Select the Settings - Outgoing Mail Server program-item. These values specify the Outgoing mail
server (SMTP) which will be used by the BrokerEDI/PC E-Mail/EDI Engine .NET to send
system/error messages to the system administrator(s) specified in the Settings — System dialog.

b |

T3 Your Internet E-Mail's Qutgoing Mail Server (SMTP) =HACH X

Outgoing Mail Server (SMTF) | Advanced |

Outgoing mail senver (SMTF): |5""’tF'-|:"":'E"jha"'d TOQErs Com

SMTP Service Extension - Authentication
[+ Outgoing server (SMTP) requies suthentication

{* Log on using User Name:  [dawson@rogers com

Password: |5|-||:|w5r|:|.&w

SMTP Service Extension - Delivery Status Notification
[ Send EHLO instead of HELO

Delivery Status Motification: |

Coopyright {c) 2003-2005 MASTERCOM Consulting Ltd. All Rights reserved. OK Cancel

Outgoing mail server (SMTP):
This field specifies a your ISP’s Outgoing mail server (SMTP) which you would find specified in
your e-mail client e.g. Microsoft Outlook. The following page shows the field(s) you would copy.

If you have a Microsoft Exchange Server you would specify the IP address, of the PC that is
hosting the Exchange Server.
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Settings — Outgoing Mail Server (SMTP)

If you are a Microsoft Outlook user then open Outlook, Tools, E-mail Accounts, under the E-
Mail title, select View or change existing accounts and then select the Change button.

Copy the Outlook’s Outgoing mail server (SMTP):, field shown below, to MASTERCOM’s
Outgoing mail server (SMTP): field shown on the previous page.

Change E-mail Account P
Internet E-mail Settings

Internet E-mail Settings
Each of these settings are required to get your e-mail accod | | General | Dutgoing Server | Connection | Advanced

My outgoing server (SMTP) reguires authentication
() Use same settings as my incoming mail server

User Information @ Log on using

Your MName: Roger Dawson Lser Name:  |rdawson@&rogers,com

E-mail Address: rdawson@rogers.com Password:

[¥] Remember password
[T Require Secure Password Authentication (SPA)

Server Information

Account Type: POP3

Incoming mail server: A e —— ) Log on to incoming mail server before sending mail
Outgoing mail server (SMTF): | smip, broadband.rogers. com
Logon Information

User Name: rdawson@rogers. com
Password: FEEFEEE

[¥] Remember password

[| Require logon using Secure Password Authentication (SPA)

:

In this case, Rogers Hi-Speed Internet uses an SMTP authentication so the SMTP Service
Extension- Authentication values must be specified.

If authentication is required, copy the User Name and Password fields values, as shown above, to
MASTERCOM’s User Name and Password fields shown on the previous page.
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Settings — Outgoing Mail Server (SMTP)

3 CSIOnet Settings =HCC X

Server Port Mumbers
Incoming server (POP3): 110

Outgoing server (SMTF): 25

Server Timeouts

Short J Long 2 minutes

Copyright {c) 200032005 MASTERCOM Consulting Ltd. All Rights resenved. oK Cancel

The Outgoing Server (SMTP) port is defaulted to 25. If it is a different value then
specify it here.

Select the OK button to save changes and exit.
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Settings — CSIO and License

?3 Settings - C5IC and License

Settings Assigned to Outgaing AL3 CSI0 Mail

Source Machine Address: IBM41GIEDEM Password: FEATURES

BrokerEDI/PC E-Mail/EDI Engine License Settings

Company Name:  ABC Supreme Insurance Brok

Product ID:  970-234-987

Copyright {c) 20062007 MASTERCOMConsulting Ltd. All rights reserved. Ver: 7.0 Cancel

[ o

Source Machine Address:
Specify your machine address in this field. It will begin with “IBM”

Password:
Default the password to FEATURES.

Company Name:

The CSIO company name is defaulted to the first 25 characters of the value that was
specified on installation. The company name must be 25 or less characters as this is the
length of CSIO field used to identify the brokerage sending CSIO e-mail. If you would

like to shorten your company name then edit this field.

Select the OK button to save changes and exit.
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CSIO Machine Address Mapping

CSIO Machine Address Mapping File Program-item

The CSIO Machine Address mapping file (MACHNET.ADD) cross-references an insurance
company’s Machine Address with its CSIOnet EDI Address.

Choose the CSIO Machine Address Mapping program-item to display and update the list of
machine addresses and their corresponding CSIOnet EDI E-Mail addresses in the
MACHNET.ADD file. The mapping file entries will be listed and displayed as shown below.

. CSI0 Machine Address to CSI0net EDI E-Mail Address Mapping File (machnet.add) ==
| Ad | [ Find Nex [ Modfy | [ Delete |
204PORTAG Portage LaPrairie CFO0010A@portagemitual .edi.caio.
204WMICO1 Wewanesa Mutuzl Insurance Co. {INTERNET: CFO00E8Lfwawanesa.edi.csioc.com)
3065GIN01 S5SGI Canada IINTERNET: CGO007A@3gi.edi.csio.com]
403PERCH]1 Peace Hills General [INTERNET: CHO011A@peacehills.edi.csio.com}
403WUI028 ING Canada - Western Union {INTERNET: CHO004C@ing-weaternunion.edi.cai
416ALLIAN Allianz Canada [INTERNET: CE0028Afallianz.edi.csio.com] =
416CIASPR Citadel Assurance Company IINTERNET: CE0012Afcitadel.edi.csio.com]
416CTIMLO1 Lombard {INTERNET: cel034a@lombard.edi.csic.com]
416DCGTHM Dominion of Canada Insurance [INTERNET: CEO0003%A@thedominion.edi.csio.con
416GARDOP ING Canada - Guardian {INTERNET: CE0006ABguardian-ing.edi.c3ic.cc
416HAT.167 ING Canada - Halifax {INTEENET: CEDDD4A@ing—halifax.edi.csin.cnn__
416IICC01 IBC/IID CCR Reporting IINTERNET: CE0038c@iicc.edi.c3io.com]
416KEMCAN FKemper Canada |INTERNET: cel037al@kemper.edi.csio.com}
416H0VO20 ING Canada - NOVEX [INTERNET: ce0004r@ing-canada.edi.c3io.com}
416PLT5A1 Pilot Insurance Company IINTERNET: CEO0014A@pilot.edi.csio.com]
416ROYIOPF Roval & Sun Alliance {INTERNET: CE0005A@royal.edi.csio.com}
416ROYIOF Western Assurance (ROYAL) IINTERNET: CEO0005Afroval.edi.csio.coml
416ZURCPF1 Zurich Insurance Company |INTEENET: CE0001A@zurich.edi.csio.com}
418FDRCO3 La Federation Insurance |INTEENET: CK00l3A@federation.edi.csio.com]
S14R¥RR11 AXL Rssurances IINTERNET: CKO0002Lh@axs-assurances.edi.csio.
514CGI002 CGUO {INTEBNET: CE0031ABcqu.edi.csic.com) i
1| il | F
Copyright {c} 2006-2008 MASTERCOM Consulting Ltd. Al rights reserved. l Save l [ Exit

e

Do not change any of these default values unless advised by CSIO.
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Sent Status & Logs

The BrokerEDI/PC E-Mail/EDI Engine .NET provides various individual logs to determine the
delivery status of sent messages and received messages etc. The log files are flat ASCII files
viewed using Notepad.

There are six log files — three log files track sent messages, one log file records received messages,
another log file records the BrokerEDI Gateway system/error messages sent to a System
Administrator and the System Run Log records all the Engine activity.

The three log files that track sent messages are Sent Messages Log (Sent), Sent Status Listing
and Sent Messages Log (Ack’ed/Errored). The log file that records valid received messages is
the Received Messages Log. The log file that records messages to the System Administrator is
System Administrator Messages Log. The System Run Log’s logging detail is controlled by
selecting Minimum, Medium or Maximum in the Settings — System Logging tab.

To access these logs select the 1- CSIOnet Msg Status Listing & Logs program-item and the
following dialog is displayed.

e

1 BrokerEDI/PC E-Mail/EDI Engine - Sent Status & Logs o @ [

Outstanding Sent Messages Waiting for an Acknowledgement

Sent Status Listing

Daily Logs & Backup Files

To display the daily file, pick the date and then select the button.

ﬂ June, 2010 ﬂ Received Messages Log |

Sent Messages Log (Ack'ed/Errored) |

o312 31 4 5

& 7 8 9 10 11 12
12 14 15 16 17 18 19 il s U e |

A0 02 22 23 24 25 26

27 78 @ 'R 5 3 System Administrator Messages Log |
4 5 6 7 & 5 10
= Today- 29/06/2010 SEE I |
Backup File of Policy Data/Memo Files
Rerun Download | Sent | Received |

Copyright {c} 2004-2010 MASTERCOM Consulting Ltd. All Rights reserved. Cancel

If you wish to reprocess the download received on a particular day, pick the day in the calendar
and select the Rerun Download button.
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Status of Sent Messages

A sent message will have a message status of “S”, “D”, “E” or "A".

Selecting the Sent Messages Log (Sent) button displays all messages sent including ACK Status
messages sent for each message received. Note: PWRFIL#H#H###### indicates a policy upload and
PWRMEM###H#HH##H a CSIO message. An "S" means that the message has been sent/posted, that
is, it has been transmitted to and accepted by the CSIOnet network for delivery to the insurance

company’s mailbox.

! 200BlogD24.snt - Notepad

D)X

File Edit Format Wew Help

ks $mMO0OOOLCF256] (OS01L24082555875) PWRFILCOOOOOOL IBM416. A
<5 $MOO000Z2 (113360 (OB0124082557656) PWRFILOOOOOO0Z IBM416
<5 $MOO0003 (4616 (OS0124082602093 ) PWRFILOOOOOOOZ IBM416
<5 $MO00004 (F256) (O80124082604046) PWRFILOOOOOO04 IEM416
<35 $MOQO005S (5576 (OB01L24082604796) PWRFILOOOOOOOS IEM416
<5 $MOQOO0GE(3728) (OB0124082607296) PWRMEMCOOOOO0L IEM416
<5 $MOQ000T (L0280 (OB0124082608125) PWRMEMOOQOOQ0Z IEM416
<5 $TOO000LCLE1136] (OB01L24082613078) PWRFILCOOOOO06 IEM416
<5 <" ACK-<080124082555890008012408255587 5 JPWRFILOOOCO00L., ve000laBmastercom. edi.
<5 <" ACK-<080124082557671LC080124 082557656 )PWRFILOOOC00O00Z . ve000laBmastercom. edi.
<5 <"ACK—<080124082602093(080124082602093jPNRFILOOOOOOOE.vEOOOla@maSterCDm.Edi.nv

Selecting the Sent Status Listing button displays all messages sent and the status can be an “S”,
as above, or "D" which means that the sent message has been delivered to the recipient’s (insurance
company’s) mailbox. When status becomes and “E” or “A” the entry is moved from this listing to
the final “yyyylogddd.ack” listing, as shown below.

)

Sentlisting - Notepad

File Edit Format Wiew Help

O $MO0QC0LCF256] (OB0124082555875) PWRFILOOQQOOOOL IBM416TI
0 $MO00002 (113360 (OB0124082557656) PWRFILOQQOOOOZ IBM416TI
L $MO00Q03 (46160 (OB0124082602093) PWRFILOQOOOOO3 IBMA16TI
O $MO0QO04 CF256) (OBC01L240826040467) PWRFILOQQOOOOL IBMA16TI
O $MO0OO0SCS57A) (080124082604796) PWRFILOOOOOOOS IBMA16TI
O $MO00O0GC3728) (080124082607296) PWRMEMOOOQOO0L IBM416TII
O $MO00O07FCLe028]) (080124082608125) PWRMEMOOOQO002 IBM416TI
O $TO0O000LC181136) (080124082613078) PWRFILOQOOQOOOG IBM416TI

Selecting the Sent Messages Log (Ack’ed/Errored) button displays the final status of either ”A
or “E”. An “A” means an Acknowledgement message has been received from the insurance
company indicating that the sent message has been retrieved from their mailbox. An "E" means
that the sent message could not be delivered .

B 200810g024.ack - Notepad

B=1E

File Edit Faormat Wiew Help

<A $MO000O0LCF256) (080124 082555875) PWRFILOOOOOOQL IEM416:
<A $MO00002 (113367 (OS01L24 082557656 PWRFILOOOOQOOZ IEM416G:
<A FMO00003 (4616) (OB0L24 082602083 ) PWRFILOOOOQOOS IEM416&:
<A $MO000O04 (F256) (080124 082604046 PWRFILOOOOQO04 IEM416:
<A $MO0000S5(5576) (OB0124 082604796 PWRFILOOOOQOOS IEM416:
<A FMO0OC06(372E) (OB0L24082607296) PWRMEMOQOOOO0L IEM416&:
<A FMOQO007(15028]) (OB0L24082608125) PWRMEMOQQOQOQ2 IBM416:
<A $TO0000L (1811360 (080124 082613078) PWRFILOQOOQOOH IEM416:
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Read Backed Up CSIO Messages

All e-mail messages sent/received to/from insurance companies by Power Broker users are backed
up so they can accessed and read for backup reasons.

To access these backed up messages select the 2 - Read Backed Up CSIO E-Mail program-item
and the following dialog is displayed. To read messages for any given day, select Sent Messages
or Received Messages and then pick the date from the drop-down calendar.

m@g

1 Read Backed Up AL3 CSIO Messages

Pick a date August -10-07

1 August, 2007
’ ages | |

Sun Mon Tue Wed Thu Fn

To Con 2 30 3 1 2 3 4 Net ERef No Sender
5 6 7 & 9 i
12 13 14 15 16 17 18
19 20 21 2 23 24 25
/027 2/ 29 W

_ ] Today: 31,/08/2007
There are no sent messages for this date.
Cancel

Copyright {c) 2006-2007 MASTERCOM Consulting Ltd. All rights reserved. Ver 7.0
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Appendix A - “Open File — Security Warning”

Even after programs have been trusted, Windows Internet Explorer 7 insists on issuing Security
Warnings for programs being started from a mapped drive.

Open File - Security Warning

Do you want to run this file?

Mame; CSI05ethings. exe
Publizher MASTERCOM Consulting Lbd.

Type: Application
From: F:AEMAILYALSMAILYERE

[ Fiun ]| Cancel |

YWhile files from the [nternet can be uzeful, this file type can
o potentially harm your computer. Only run softveare from publizhers
wou trust, What's the rigk?

The WORKAROUND is as given in the Microsoft Knowledge Base Article Intranet site is
identified as an Internet site when you use an FQDN or an IP address -
http://support.microsoft.com/kb/303650/en-us

To work around this behavior, add the appropriate UNC path to the Local Intranet Sites dialog
box:

1. In Internet Explorer, click Tools, and then click Internet Options.
2. On the Security tab, click Local intranet, and then click Sites.

3. Click Advanced, and then type: the “UNC path of the \data share” as illustrated below. Add
this Web site to the zone box,

Local intranet F§|

‘: You can add and remove websites from this zone, All websites in
this zone will use the zone's security setkings,

add this website to the zone:
| 1acerveritonad0data | [ add
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Appendix A - “Open File — Security Warning”

Local intranet

| ¥You can add and rermove websites From this zone, All websites in
this zone will use the zone's security setkings.,

add this website to the zone:

Websites:
File: flacerveritongs00 §

[ ]require server verification (https: ) For all sites in this zane

Close

4. Click Add, click Close, click OK, and then click OK again to close the Internet
Options dialog box.

5. Restart the computer.
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